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NOTE/WARNING:  While many of the tools listed in this document are not inherently illegal, they can be misused.  During the Pink Elephant Unicorn event, you will have permission to use these tools on the PEU network in accordance with the Rules of Engagement in order to learn about cyber security.  Many of these tools may be helpful with the challenges on the PEU network.  If using a work laptop, be sure to check your specific company polices before downloading and using any of these software tools. You are responsible for following all licensing terms. One of the benefits of installing all of these tools inside of VMware or VirtualBox (virtual environments), is that they do not modify your computer and can be quickly and easily deleted after the PEU event.
RECOMMENDATION:  If you don’t know how to install and update Linux programs, we will have a server on-site so you can copy a fully built/configured VMware or VirtualBox files for your system.
Due to facility space limitations, please only bring laptops (no desktop computers) with:
1) Wi-Fi (required) to connect to PEU network
a. If your computer doesn’t have Wi-Fi, you can purchase a “USB Wi-Fi dongle” for under $10
2) At least 2GB of RAM (4GB RAM or more recommended)
3) 64 bit laptops are recommended.  To determine if your computer is 32 bit (x86) or 64 bit (x64):
a. Windows 8 or 10:  Always 64 bit
b. Windows Vista or Windows 7:
i. Right-clicking “My Computer,” and then clicking Properties.
ii. Under System, If you don't see "x64 Edition" listed, then you have 32-bit
c. Mac OS X
i. http://www.akaipro.com/kb/article/1616#mac_processor
ii. http://www.akaipro.com/kb/article/1616#mac_os
iii. Generally, Macbooks purchased in the past few years are all 64 bit
4) Make sure your CPU supports Virtualization (required to use VirtualBox and/or VMware)
a. Windows:  http://www.technorms.com/8208/check-if-processor-supports-virtualization
b. Mac:  generally, Mac’s will support VirtualBox, but it is still best check
c. If your computer doesn’t support Virtualization, you have some options:
i. Kali Linux installed directly on the computer (we can help you with this)
1. “Dual Boot” to keep your original operating system; OR
2. Dedicated, replaces/deletes your operating system
ii. Just use the computer as it is.  Many of the tools have Windows/Mac versions that you can download for free online
If your computer meets the above system requirements, you have two options:
1. Download, install, and update your own system with recommended software on following pages
--- OR ---
2. During event check-in, copy the Virtual Machines that we built for you from our on-site server
a. Browse through the tutorial websites in the following pages


The following resources are available at no cost and may prove useful during the event.  If you plan to just use the pre-built systems that we make for you, then you don’t need to follow the installation instructions in the document.  However, it is still a good idea to check out the websites / tutorials listed.
1. Kali Linux – Linux distribution for security assessment
We recommend that you install and run Kali Linux in a virtual environment (see download instructions for Virtual Environment tools). This provides separation from any other information stored on your computer and a makes it easy to delete after PEU has concluded.  
Kali Linux is a Linux distribution used for Penetration testing, and security assessments. Over 300 pre-installed tools are included in the distribution. Once you have everything setup, there are a number of good tutorials available. Novices can start with the following to quickly get up to speed http://www.kalitutorials.net/2013/08/kali-linux.html.
If you choose to install Kali Linux directly on a computer, use caution as you will likely erase the previous operating system and all files on your computer (aka, you will delete Windows or Mac OS).  Unless you know how to set up your computer to be dual boot or if you are using an old computer that you don’t care about deleting everything, please refer to the Virtual Environment tools in #2 below.  Download the Kali Linux ISO file at https://www.kali.org/downloads/
Recommend downloading “Kali Linux 64 bit” at top of the list.  Most Mac computers are 64 bit, and all newer Windows computers (since Windows 8) are 64 bit.
2. Virtual Environment tools – you may choose one or both (your preference as different computers work better with one versus the other).
A. VMware Player (works on Windows laptops only)
https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_workstation_player/12_0
· Download Kali Linux, as a pre-built for VirtualBox or VMware Player at
https://www.offensive-security.com/kali-linux-vmware-arm-image-download/ (select VMware tab on website)
· Click on the “Image Name” (not the Torrent) to download the compressed file
· Download and install 7zip http://www.7-zip.org/download.html
· Right click on the Kali-Linux*****.7z file, and extract/unzip with 7zip
· Run VMware Player and open the Kali Linux image


B. VirtualBox (works on Windows and Mac computers)
https://www.virtualbox.org/wiki/Downloads
· First download and install the version that applies to your computer
· Then install the Extension pack for better driver support
· Download Kali Linux, pre-built for VirtualBox
https://www.offensive-security.com/kali-linux-vmware-arm-image-download/  (select VirtualBox tab on website)
· Click on the “Image Name” (not the Torrent) to download the compressed file
· Download and install 7zip http://www.7-zip.org/download.html
· Right click on the Kali-Linux*****.7z file, and extract/unzip with 7zip
· Run VirtualBox and open the Kali Linux image

3. Zenmap – Network scanning tool
Pre-installed with Kali Linux, but may download a version for Windows or Mac.  An easy to use interface for Nmap commands.  Also provides advanced features for experienced Nmap users.  This helps to discover open ports that could be used to connect to and/or exploit a computer.  http://nmap.org/zenmap/
4. Armitage – Penetration Testing tool based on the MetaSploit framework

This tool is included on the Kali Linux distribution.  A good tutorial is available from Hak5 at 
https://youtu.be/Z0x_O75tRAU

5. Python – Open source programming language
https://www.python.org/downloads/
Some useful tutorials to learn python if you are not familiar with the language. 
http://www.learnpython.org/
http://swcarpentry.github.io/python-novice-inflammation/
6. WireShark – Network packet capture tool to see all the data on a network. 
This tool is included on the Kali Linux distribution.  Recommend watching HakTip 115 and HakTip 116 for a crash course on this tool.  
HakTip 115 – WireShark101: How to Wireshark https://youtu.be/f4zqMDzXt6k
HakTip 116 – WireShark101:  The OSI Model https://youtu.be/dN8PcdOdcHs


7. w3af – Vulnerability Scanner
A powerful and flexible framework for finding and exploiting web application vulnerabilities. It is easy to use and extend and features dozens of web assessment and exploitation plugins. http://w3af.org/

8. Putty - SSH and telnet client for Windows
http://www.putty.org/
9. WinSCP – Free SFTP client for Windows
WinSCP can be used to download files from the Raspberry Pi.
https://winscp.net/eng/download.php#download2
10. CrypTool 2 – Decryption Tool
https://www.cryptool.org/en/cryptool2
11. Linux Cheat Sheets – Useful Linux commands
http://www.nixtutor.com/linux/all-the-best-linux-cheat-sheets/



